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2 Eeap 418 £ You Must Building Security In

SOFTWARE
SECURITY

BUILDING SECURITY IN

¢
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GARY McGRAL
Foreword by Dan Geer m FDRTIFY







Now Is the Time for Security at the Application Level

Figure 1. Security 101

Security is many things to Network

many people ...
= Network Layer L

Application ~ «—=—— 75 percent of hacks

= [D Theft occur
= Physical at the application
« Administrative Database Server level
= Patches
= [nfrastructure Web Server
= Denial-of-Service Attacks
= Hacks Application Server
= Worms and Viruses
= Terrorism (Cyber or Physical) Operating System

Source: Gartner (November 2005)
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English Japanese Korean Simplified Chinese Traditional Chinese

-

Expand All | Close All SQL Inject'ion

IF) A Taxonomy of Coding Errors that Affect Security
B-{ZJ ColdFusion

i {10 CfC++

El *S CE/NWB.NMET/ASP.MNET

i - {20 AFI Abuse

- {20 Code Quality

ABSTRACT
L A A R R B AR S QLR it A S B R i B AT B S E R T IEERISQUE S -

EXPLANATION

Mis=sing XML Walidation
Often Misused:File Upload
Path Manipulation

+ ItemMame.Text + "'";
=sda = new SglDatafdapter (gnery, Cconn) !
DataTable dt = mnew DataTable () !
=sda.Fill (dt) :

g E”C?“”'E'tij” SOL Injections#ze &= B R B 1 1. Skt —IE R o {Sma T iE e 2 F2 s -
‘!‘" nwironmen
B8] Errors FEHSEEID - Fortif TR S R T RIE RS 2 -
EI 'S Input Validation and Representation
) cemmand Injection 2. S EREEEIEE s QLT - P - DL TS IE R R T T —E SQLES - e A R S TS R SR TEE
g EFD?SI 5':15”_"’“”9 H 5 e E e S A e E -
enial o ervice
D HTTP Response Splitting
D LDaR Injer::ticm . string nserName = ctx.getAnthenticatedUserName ()
- Loae Ma_"'pmatm" string guery = "SELECT * FROM items WHERE owner = '"
B Leg Ferging — + mserName + "' AND itemname = ""
-
-0
-3

Resource Injection

1 SQL Injection

-] SQL Injection:LING

D SQL Injection:MHibernate

g A | RS TR R T A
alues adowing -

e LB AT, FORTIFY




Fortify Taxonomy: Software Security Errors

1
2
3
4
S
6
V4
*.

. Input Validation and Representation
. API Abuse

. Security Features

. Time and State

. Errors

. Code Quality

. Encapsulation

Enviironmaoant
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OWASP Top 10

http://www.owasp.org/index.php/Category:OWASP_Top Ten_Project
category || discussion | | wiew source || history |

Category:OWASP Top Ten Project

OWASP This project has produced a book that can be downloaded or purchased.
Books Feel free to browse the full catalog of available OVWASP books.
navigation Do You Recommend the OWASP TOP 107 Tweet a sign of suppart Click Here
= Home
: g;::ip Projects 2010 Translation Efforts Project Details Spanish Translation How Are Companies/Projects™endors Using the OVWASP Taop 107
= Downloads
= Local Chapters Welcome to the OWASP Top Ten Project
= Global Committees
= AppSec.Job Board OWASP TOp 10 for 2010
= AppSec
Conferences On April 19, 2010 we released the final version of the OWASP Top 10 for 2010, and here is the associated press release. This version was updated ba
= Presentations received during the comment period after the release candidate was released in Mov. 2009
: g:tEOUWASF' Books Click one of the links below to download from one of our mirrors:
= Get OWASP Gear m OWASP_Top_10_-_2010.pdf (Google Code)
= Mailing Lists s OWASP Top_ 10 - 2010 pdf (Google Docs)

= About OWASP

= Membership The OWASP Top 10 Web Application Security Risks for 2010 are:

= AT: Injection

reference

T = AZ: Cross-Site Scripting (X55)

= Principles = AJ3: Broken Authentication and Session Management
= Threat Agents = A4 Insecure Direct Object References

= Attacks = AS: Cross-Site Request Forgery (CSRF)

= Vulnerabilities = AB: Security Misconfiguration

: E;E:zz = A7V Insecure Cryptographic Storage

= Technologies = Ag8: Failure to Restrict UEL Access

= Glossary = A% Insufficient Transport Layer Protection

= Code Snippets = A10: Unvalidated Redirects and Forwards
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Mapping from 2007 to 2010 Top 10

A2 — Injection Flaws Al — Injection

Al — Cross Site Scripting (X5S) A2 — Cross Site Scripting (XSS)

A7 — Broken Authentication and Session Management A3 — Broken Authentication and Session Management

— | —|—

A4 — Insecure Direct Object Reference — A4 — Insecure Direct Object References

A5 — Cross Site Request Forgery (CSRF) — AD5 — Cross Site Request Forgery (CSRF)

<was T10 2004 A10 — Insecure Configuration + A6 — Security Mi nfiguration (NEW)

Management:=

A8 — Insecure Cryptographic Storage T A7 — Insecure Cryptographic Storage

A10 — Failure to Restrict URL Access T A8 — Failure to Restrict URL Access

A9 — Insecure Communications — A9 — Insufficient Transport Layer Protection
=<notinT10 2007 = -+ A10 —Unvalidated Redirects and Forwards (NEW)
A3 — Malicious File Execution —. <dropped from T10 2010>

A6 — Information Leakage and Improper Error Handling — <dropped from T102010>

i PRI FORTIFY




http://cwe.mitre.org/top25/index.html
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Home > CWE/SANS Top 25 2010

CWE List
Full Dictionary View
Development View

Resaarch View
Reports

Sources

Process
Cocuments
Community
Related Activities
Discussion List

Research
CWE/S/SANS Top 25
CWSsS

Calendar

Free Newslattar
Compatibility
Program
Requirements
Declarations

Make a Declaration

ﬁ

Search the Site

Common Weakness Enumeration
A Community-Developed Dictionary of Software Weakness Types

2010 CWE/SANS Top 25 Most Dangerous Programming Errors

Copyright © 2010
http://cwe.mitre.org/top25/

The MITRE Corporation

Document version: 1.03 (pdf) Date: April 5, 2010

Document Editor:
Steve Christey (MITRE)

Project Coordinators:

Bob Martin (MITRE)
Mason Brown [SANS)
Alan Paller (SANS)
Dennis Kirby {SANS)

Introduction

The 2010 CWE/SANS Top 25 Most Dangerous Programming Errors is a list of the most widespread and critical programming €
serious software vulnerabilities. They are often easy to find, and easy to exploit. They are dangerous because they will frequei
completely take over the software, steal data, or prevent the software from working at all.
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2010 CWE/SANS Top 25 Most Dangerous Programming Errors

| Rank | Score | 1D | Name

|[1] |346 |CWE—?9 |Fai|ure to Preserve Web Page Structure ('Cross-site Scripting’)

|[1] |33EJ |CWE—89 |Imprc:per Sanitization of Specal Elements used in an SQL Command ('SQL Injection’)
|[3] |2?3 |CWE—1ED |Eluﬁer Copy without Checking Size of Input ('Classic Buffer Overflow’)

[4] 261 |CWE-352 \Cross-Site Request Forgery (CSRF)

|[5] |219 |CWE—EES |Irnprc:per Access Control (Authornization)

|[E] |EDE |CWE—ED? |Reliance on Untrusted Inputs in a Security Decision

|[?] |19? |CWE—22 |Imprc:per Limitation of a Pathname to a Restricted Directory ('Path Traversal’)

|[B] |194 |CWE—434 |Unrestricted Upload of File with Dangerous Type

|[E.l] |LBB |L‘.WE—?B |Imprnper Sanitization of special Elements used in an 05 Command {05 Command Injection’)
|[1[l] |1BB |CWE—311 |Missir|g Encryption of Sensitive Data

[11] [176 |CWE-798 \Use of Hard-coded Credentials

|[11] |158 |CWE—BDS |Euﬁer Access with Incorrect Length Value

|[13] |15? |CWE—QE |Imprc:per Control of Filename for Include/Require Statement in PHP Program ('PHP File Inclusion’)
|[14] |15|5 |CWE—129 |Irnprnper Validation of Array Index

|[15] |155 |CWE—?54 |Imprc:per Check for Unusual or Exceptional Conditions

|[15] |154 |CWE—EDQ |Inﬁ::rrnaticm Exposure Through an Error Message

[17] |[154 |CWE-190 Integer Overflow or Wraparound

|[lﬂ] |153 |CWE—131 |Ir|cc:|rrE{:t Calculation of Buffer Size

[19] |147 |CWE-306 IMissing Authentication for Critical Function

[20] [145 |ICWE-494  |Download of Cade Without Integrity Check

|[11] |145 |CWE—?32 |Ir|cc:|rrE{:t Permission Assignment for Critical Resource

[22] |145 |CWE-770 \Allocation of Resources Without Limits or Throttling

[23] [142 |CWE-601 \URL Redirection to Untrusted Site ('Open Redirect')

|[14] |141 |CWE—32? |L.lse of a Broken or Risky Cryptographic Algorithm

[25] |138 |CWE-362 IRace Condition
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Web & * 23" £ *U3¢ Plan - Key Item

File Authorization
NTFS Permissions URL Authorization
(Authentication) NET Roles

User-Defined Role
(Authentication)

Trust Bounda

ASPNET
(Process |dentity

)

Trust (Authentlcatlon)

Alice e TN
Mary E } 1S ) Microsoft
Bob ) e | ASPNET

. %

SSL g
(Privacy/Integrity)

Anonymous Forms

Authentication Authentication

... {Prvatefintegrty) N\_...

I
Vicrosott |
SQL Server™ | :

IPSec

Microsoft Windows'
Authentication

i PR FORTIFY




Key Item

2 b 3 B MS SQL System Table

ERTHR MEATHE HEAE
9B 4 F SOL Server 1 S AMRBR R SN LB FTH A sysxloging ¥ - 7F
] Br sysloging P @1 S —E T EEF AR EEHRESE Z S0l Server S8

S}'ﬂlﬂgl[lﬂ master B - EEEREF R oysloging FHEEWN - BB SEEE

sys, server_principals REE -

R FHE syomessages T E~E T AE SIL Server 3T
sysmessages master AHERIELS RIS RsFR eysloging PEIEW - BB wEHE R

VS, Bessages A -

2 # F&A sysdatabases TS - EFEEEPAE BL Server T F—E
svsdatabases master FEE - =RETB LR asloging P FW - BB SaHA

avs, databaszes RFE -

2AFEA ovsusers THE-EFTHELE  -IFRAFETEEFSE—E

Windows £ & ~ Vindows 4 ~ 50l Server £ A £ S0l Server 8 & = 4o
SYSUSErs Pk B RHE FETREFER srsloging FHEEFWN - HHE S HMEE

sys. database principals REH -

2 EEL sysobjects PHEETERE - FAAFTETEEATSE—E
sysobjects AAAETER |#4% - rREE2+sER oyslogins Y& Fw - BE B S #4488 £ svs, objects
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i * L Iren® PAESVIED S\

[VIF 2enBi2 (ER&* S8 SQL #Fi2 )

string userName = ctx.getAuthenticatedUserName() ;
conn = new SqlConnection( ConnectionString);
conn.Open () ;

SqlCommand query = new SqlCommand (
"SELECT * FROM items WHERE itemname=@TtemName
AND owner=@OwnerName", conn);

query.Parameters.AddWithValue ("@ItemName", ItemName.Text) ;
query.Parameters.AddWithValue ("@OwnerName" , userName) ;

SqlDataReader objReader = objCommand.ExecuteReader() ;

i PR FORTIFY
lo27z ]




~Modulel vb

/5 Modulel =lEES
195 Function securePathManipulation(BvVal strPathFile As String) As String
20
21 '%EEH VB Net System Text RegularExpressions Regex #7{&
22| REMTEEI
3| EEREECHEIRETZNHAETF TREEERET.
24
25 Dim whitelist As String = "[*0-9a-zA-ZV \ -]"
26 Dim pattern As Regex = New Regex(whitelist)
27
28 If pattern.IsMatch(strPathFile) Then
29 1f strPathFile. IndexOf("'\192.168.100.28") = -1 Or strPathFile. IndexOf(" tempPDF ") = -1 Or strPathFile.IndexOf("bPDF"\") = -1 Then
30 Return strPathFile
il Else
32 Return "
33 End If
34 Else
35 Return "
36 End If
37
38 Return strPathFile
39t End Function
40

e LB AT, FORTIFY




¥R T

? WRAPrj_BookTec_custom-rule.xml |
e b e 20 e S0 S o S o B B0 B
1  <=?xml version=""1.0" encoding="UTF-8" 7=
2L =RulePack xmlns=""xmlns://www.fortifvsoftware.com/schema/rules'=
3 =RulePacklID=ABF6BB50-TDEE-4F36-A14C-A01F24CBE65SE</RulePackID=
4 =SKU=WRAPrj; BookTec CustomRule=/SKU=
5 =Name=WEAPr] BookTec CustomRule</Name:=
] =Version=1.0<=Version=
! =Description=<![CDATA[]]=</Description=
8 <=Rules version="3.8"=
9] <RuleDefinitions=
10 =] =<DataflowCleanseRule formatVersion="3.8" language="dotnet"=
11 =RuleID=A6063DB8-3844-47F§8-B651-AC48F7SESC3AD</RulelD=
12 =<TaintFlags=+VALIDATED PATH MANIPULATION-</TaintFlags=
13 <Functionldentifier=
14 ] =<NamespaceName>
15 =Pattern=.*<Pattern=
16 =/NamespaceName>=
17 =ClassName>
18 =Pattern=Modulel=/Pattern=
19 =/ClassName>
200 =<FunctionName>
21 =Pattern=secure PathManipulation=/Pattern=
22 =</FunctionName=
23 =<ApplyTo implements="true" overrides=""true" extends=""true" /=
24 </Functionldentifier=
25 =<OutArguments=return</QutArguments=
26 =</DataflowCleanseRule=
27 </RuleDefinitions=
28 =/Rules=
20  <=/RulePack=
30 F_Dm TWAR :-FY
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I[r:_:l CA\Program Files\Forhfy Software\Fortify 360 w2 6 DV ore'confighcustonmles

X || AE ~

iE:I FIIIl'l:If::.’ 60 w2 a0

=1-7) Core
- F-7) bootep
= 1) config
' I 4 anditgmide

:I 2 Forlawa_iis_custom-role xoml
2 ForPhp_oracle_ociS xoml
Header_custom-rule. xaml.old
2 header_custom-mle_wi5 xoml
=] README TXT

2 TEUenstom-role . xoml

Ei!

WEAPr BookTec custom-nole xoml
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L 33 Y CCProcessing.cs, line 30 (SQL Injection)

1 Fortify Priority: Low Folder Info
=t Kingdom: Input Validation and Representation
Abstract: E(_:I_CPmcessin%csﬁ THIAIIIT » 771 GetSaved CC (WML A HE R FER 8 A Ff
RTTRISQLAE - B AT B D 2 R R AR A R B TR AISOL T
Sink: CCProcessing.cs:30
28 using{SqlConnection myConnection = new SqlConnection(ConfigurationSettings AppSettings|"ConnectionString']))
29 {
30 using(SqlCommand myCommand = new 5qlCommandcmd, myConnection))
3l {
32 myConnection.Open();

CCProcessing;cs, line 54 (SQL Injection)

f Fortify Priority: ~ High Folder Hot
Source . dati -
N " Kingdom: Input Validation and Representation
L AL FG T B Abstract: ECCE[‘GCESSM&ES‘HEPE@% 54T » 77 StoreCC Num(/F0L 8 A AR 08 A
HPELZHISQLIER - BLIFI PTG B B R A BRI THERHISQLI
4
‘Source: CheckQut.aspx.cs:153 System.Web.Ul.WebControls. TextBox.get_Tex{()
15
152 if (EnterCCNum.Checked &8& RememberCCNum.Checked)
153 Components.CCProcessing, StoreCCNum(customerld, CCNum, Text);
154
155 // Place the order
r . Nty Sink CCProcessing.cs:54 System.Data.SqlClient.SglCommand])
Sink 52 using(SqlConnection myConnection = new SqlConnection{CaonfigurationSettings. AppSettings["ConnectionString']))
Bt ~ 53 {
L %E’}\ E% ?P 'FA 54 SqlCommand myCommand — new SqlCommand(cmd, myConnection);
55
56 myConnection.Openl);




® Source
’ﬁ ZrRMGEIRBREE
(T8~ THES D, B 2d 430 XL 4%, )

® Sink
E2RFFET 0 €82 B
(Fortify £4pen2 #6337 7 X 2 B "GV g 47 12 3 73)

® Tainted Input
2B R E BBl i

Jn = ~ 99
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Net F23% 78 7 & & 0|

private void cmdLogin_Click(object sender, System.EventArgs e)
{

Label IblMsg = null;

try

{ _
string txtUser = Request.Form['txtUsername'];
string txtPassword = Request.Form["txtPassword'];
string strCnx = "server=localhost;database=northwind;uid=sa;pwd=;"";
SqglConnection cnx = new SqlConnection(strCnx);
cnx.Open();

string strQry = "SELECT Count(*) FROM Users WHERE UserName=""' +
txtUser + """ AND Password="" + txtPassword + ""';
int iIntRecs;

SglCommand cmd = new SglCommand(strQry, cnx);
intRecs = (int)cmd.ExecuteScalar();

iIT (intRecs > 0)

{
FormsAuthentication.RedirectFromLoginPage(txtUser, false);
cnx.Close();

}

else
IbIMsg.Text = "Login attempt failed.";

+

catch (Exception err)

{
Response-Write(err-StackTrace.ToString(mm FDRTIFY




Source ~ Sink #Fp

private void cmdLogin_Click(object sender, System.EventArgs e)

Label IblMsg = null;

& —1 Soumee -
_ : lllllllllllllllllllllllllllllllllllllllllllllllllllllllllll : I r
string txtUser g Reguest Form["txtUsername’’]: : L _S_o_u_c_e_ k
string txtPassword = Request.Form[“&txtPassword"];
string strCnx = "server=localhost;database=northwind;uid=sa;pwd=;"";

SglConnection cnx = new SqlConnection(strCnx);
cnx.0Open();

string strQry = "SELECT Count(*) FROM Users WHERE UserName=""" +
txtUser + " AND Password="" + txtPassword + ""'';
int IntRecs;

SglCommand cmd = new SglCommand(strQry, cnx);
IntRecs = (int)cmd.ExecuteScalar();

iIT (intRecs > 0)

{
FormsAuthentication.RedirectFromLoginPage(txtUser, false);
cnx.Close();

+

glse
IbIMsg.Text = "Login attempt failed.';

+

catch (Exception err)

Response.Write(err.StackTrace.ToString( FORTIFY
SuminE ! A SOFTWARE

{




Source

~ Sink P

private void cmdLogin_Click(object sender, System.EventArgs e)

Label IblMsg = null;

“Tainted input
assigned

txtUser

2 FF =
TR
L
Tainted
input

SglConnection cnx = new SqlConnection(strCnx);
I cnx.0OpenQ);

string strQry = "SELECT Count(*) FROM Users WHERE UserName=""" +
txtUser + " AND Password="" + txtPassword + ""'';
int IntRecs;

SglCommand cmd = new SglCommand(strQry, cnx);
IntRecs = (int)cmd.ExecuteScalar();

AN
RE .
K iIT (intRecs > 0)
{
FormsAuthentication.RedirectFromLoginPage(txtUser, false);
cnx.Close();
+
glse
IbIMsg.Text = "Login attempt failed.";
+

catch (Exception err)

{ ‘
Response.Write(err.StackTrace.ToString (Hm FDRTIFY

string strCnx = "server=localhost;database=northwind;uid=sa;pwd=;"




Source ~ Sink #Fp

private void cmdLogin_Click(object sender, System.EventArgs e)

Label IblMsg = null;

try _————— - 1
{ R TR T R LR O P L CT e L P COTE R CLE PR L LR . 1 Source 1
----- string. txtUser ¥ Request.Form['txtUsername’']; : L= -
string txtPassword = Request.Form[“&txtPassword"];
string strCnx = "server=localhost;database=northwind;uid=sa;pwd=;";

SglConnection cnx = new SqlConnection(strCnx);
———————— cnx.0pen();

int intRecs; T
SqlCommand cmd = new SglCommand(strQry, cnx); |
intRecs = (int)cmd.ExecuteScalar(); F ainted input txtUser |

used in assignment |
if (intRecs > 0) L -
{

FormsAuthentication.RedirectFromLoginPage(txtUser, false);
cnx.Close();

}

else

IbIMsg.Text = "Login attempt failed.';

}

catch (Exception err)

Response.Write(err.StackTrace.ToString( FORTIFY
SuminE g A SOFTWARE

{




Source ~ Sink #Fp

private void cmdLogin_Click(object sender, System.EventArgs e)

Label IblMsg = null; —_——— = — |
try ___! Source |
?{ ................................................................ L - — —

string.txtUser & Reguest.Form[''txtUsername’]; :
string txtPassword = Request.Form[“&txtPassword"];
string strCnx = "server=localhost;database=northwind;uid=sa;pwd=;"";
SglConnection cnx = new SqlConnection(strCnx);

________ cnx.0pen();

catch (Exception err)

{ ‘
Response.Write(err.StackTrace.ToString (Hm FDURT"IFY
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2 RE JT a3 ¢ Many Sources to One Sink

Filel.asp:123 File2.asp:456
Filel.asp:222 File2.asp:567
Filel.asp:333 File2.asp:789

sink.asp:1245

e LB AT, FORTIFY




F* B8 Jx acfi-z" : One Source to Many Sinks

Filel.asp:123

Filel.asp:222 File2.asp:567

Filel.asp:333 File2.asp:789

Xss_sink.asp:568 Xss_sink.asp:986
[P REN FoRTIFY




F* B8 Jx acfi-3" : One Source to Many Sinks

Filel.asp:123

Filel.asp:222 File2.asp:567

Filel.asp:333 File2.asp:789

Sqgllnjection_sink.asp:125

e LB AT, FORTIFY

Xss sink.asp: 568
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summary | Detads | Eecommendations | Historr | Disgram | Buntine Detads

Blind3qlinjection java: 122 (SCL Injection) ,J
| BlindSglinjection.createContent | | ParameterParser.getRawParameter | | ParameterParser.getRawParameter
C_«[} getRawParameter(return} mj I"E E
G-{} getRawParameter(return) ma:: =
G-[} getParameterValues(return) 52?_) e
G: Assignment to values 52?_—_)
C&l Return values[0] ﬁE-B_—_]

Cﬂ Return m&j

_ 4
G: Assignment to accountMumber M:j

1= Assignmentto query &
=ink

T x
T x

e AV AT, FORTIFY
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. SQL Injection

Cross Site Scripting (XSS)

HTTP Response Splitting
Command Injection

Path Manipulation

Cross Site Request Forgery (CSRF)
Password Management

Race Conditions

Error Handling
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